CNT5412 — Network Security Spring 2025

Homework 1: Deadline Monday 2/24

Instructor: Viet Tung Hoang

Recall that your solution must be typed via Latex.

1. (Reconnaissance attack) (65 points) The IP packet header contains a 16-bit ID field. The protocol
standard states that the ID field should differ between different packets sent by a source to a given
destination.! A common method that hosts use to implement the ID field is to maintain a single
counter that the host increments by one for every packet it sends, regardless of to which destination it
sends it. The host sets the ID field in each packet it sends to the current value of the counter. Since
with this implementation the host uses a single counter for all of its connections, we say that the host
implements a global ID field.

(a) (20 points) Suppose a host P implements a global ID field. Suppose further that P responds to
ICMP ping requests. You control some other host A. How can you test if P sent a packet to anyone
(other than A) within a certain one minute window? You are allowed to send your own packets to P.

(b) (25 points) Your goal now is to test whether a victim host V' is running a server that accepts
connection to port X (that is, test if V' is listening on port X). You wish to hide the identity of your
machine A. Hence, A cannot directly send a packet to V', unless that packet contains a spoofed source
IP address. Explain how to use P to do this.

Hint: The trick here is to send TCP packets to V with the spoofed source IP address. Recall the
following facts about TCP.

— A host that receives a SYN packet to an open port X sends back a SYN/ACK response to the
source address.

— A host that receives a SYN packet to a closed port X sends back a RST packet to the source
address.

— A host that receives a SYN/ACK packet that it is not expecting sends back a RST packet to the
source address.

— A host that receives a RST packet sends back no response.

¢) (20 points) How would you change P to avoid this problem? You are not allowed to modify the
TCP/IP protocol or the services running on P. You may only modify the implementation of TCP/IP
on P.

2. (DoS attacks) (30 points)

You want to perform a DoS attack against some host with a known IP address. You have become
aware that a mis-configured sub-network, corresponding to the range w.x.y.z/24, allows for external
access to its broadcast address, i.e., traffic sent to w.x.y.255 reaches all hosts simultaneously on that
sub-network. Note that neither you nor your target are on this sub-network.

Describe as clearly as possible how you can take advantage of the sub-network to perform a denial-of-
service attack on the target.

If a host sends more than 216 packets, the field will necessarily repeat. That consideration doesn’t matter for this problem.
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3. (Reuse of one-time pad) (30 points) In this problem all characters are represented as 8-bit bytes
with the usual US-ASCII encoding (e.g. “A” is encoded as 0x41). Here are two 11-character English
words (that you can find in a dictionary such that /usr/share/dict/words in Unix) encrypted with a
“one-time pad”. Decide whether they were encrypted with the same pad or with different pads. If
they are different pads, then explain why they cannot be the same pad. If they are the same pad, then
decrypt the ciphertexts. You don’t have to submit your code.

99 ca d2 81 77 62 30 8c 2a e8 28
95 cd c6 80 64 67 38 9b 22 £3 23



