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Preface

Forensic science plays a vital role in the criminal justice system by providing scientifically
based information through the analysis of physical and digital evidence. The National
Institute of Standards and Technology (NIST) is a non-regulatory scientific research agency
within the U.S. Department of Commerce with a mission to advance measurement science,
standards, and technology and has been working to strengthen forensic science methods for
almost a century. In recent years, several scientific advisory bodies have expressed the need
for reviews of the scientific basis of forensic methods and identified NIST as an appropriate
agency for conducting them. A scientific foundation review, also referred to as a technical
merit evaluation, is a study that documents and assesses the foundations of a scientific
discipline, that is, the trusted and established knowledge that supports and underpins the
discipline’s methods. Congress has appropriated funds for NIST to conduct scientific
foundation reviews in forensic science. These reviews seek to answer the question: “What
established scientific laws and principles as well as empirical data exist to support the
methods that forensic science practitioners use to analyze evidence?” Background
information on NIST scientific foundation reviews is available at
https://doi.org/10.6028/NIST.IR.8225.

Abstract

This document is an assessment of the scientific foundations of digital forensics. We
examined descriptions of digital investigation techniques from peer-reviewed sources,
academic and classroom materials, technical guidance from professional organizations, and
independently published sources. Digital investigation techniques are based on established
computer science methods and when used appropriately are considered reliable. The process
of evaluating, for example, the contents of a computer hard drive does not create information
that was not there before the investigation started. However, because the field is rapidly
changing there are limitations that practitioners and stakeholders need to be aware of: (1) as
with any crime scene not all evidence may be discovered; (2) when recovering deleted files,
the results may include extraneous material; (3) examiners need to understand that as
software (operating systems and applications are revised) the meaning and significance of
digital artifacts created by the software can change over time.

In addition, because there are often multiple ways to search for information, two examiners
may find different information, and both can be correct. The methods used in digital
investigations are often not peer-reviewed in a formal process, but trustworthiness is
established by members of the digital forensic community trying out proposed methods,
testing, and updates circulated within the community. This process strengthens an examiner’s
awareness of the capabilities and limitations of their techniques.

Key words
digital forensics, digital evidence, computer forensics, digital investigation, scientific
foundations
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Glossary and Acronyms

Definition of Term

American Academy of Forensic Sciences.

Created to address technical issues with the 512-byte storage device
sector size by changing storage device sector size from 512-bytes to
a multiple of 512-bytes such as 4096-bytes, i.e., storage devices
with a sector size larger than 512-bytes.

A sequence of steps for solving a problem or accomplishing a task.

Active measures and techniques taken by a computer user to
mislead or obstruct an examiner. Common methods include
deleting relevant files, creating bogus artifacts, modifying time
stamps, log file alterations, creation of file system artifacts that can
disrupt operation of common forensic tools and other measures.

Apple File System. One of the file systems supported on Macintosh
Computers. APFS was introduced in 2017.

A digital artifact is a singular unit of interpretable data that can be
extracted from a given data source that is useful for addressing
questions in forensic investigations.

American Standard Code for Information Interchange is a character
encoding standard for electronic communication.

Stands for AT Attachment, also known as PATA (Parallel ATA) or
IDE (Integrated Drive Electronics). ATA is a protocol for
connecting storage devices to a host computer. Note: AT is an IBM
PC model name, not an acronym.

A base-2 representation for numbers that uses a sequence of 1’s and
0’s to write a number. See Place Value Notation.

Basic Input Output System. PC computer firmware to perform
hardware initialization during the PC power-on startup process and
provide other services to the operating system.

Computer Forensics Reference Data Sets. A repository at NIST of

community created test data sets for testing digital forensic tools,
including CFTT test data sets.

v
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Definition of Term

Computer Forensic Tool Testing. A project at NIST for testing
digital forensic tools.

A destructive method of acquiring digital data from a device by
removing memory chips from a printed circuit board and then
directly copying the data from the chip.

Cyclic Redundancy Check is an error-detecting code commonly
used to detect accidental changes to transmitted data.

The general process of making a copy of digital data. This can be
an entire digital device, just a partition from a storage device, or
selected files from a file system.

Defense Cyber Crime Center.

Device Configuration Overlay. Used to change the features offered
by a storage device to present a subset of the available features and
change the apparent storage capacity of a storage device to a
smaller size.

Digital Evidence. Digital evidence or electronic evidence is any
probative information stored or transmitted in digital form that a
party to a court case may use at trial.

Digital Forensics Research Workshop

Digital Forensics Research Workshop Europe

Department of Homeland Security.

The process of acquiring the digital contents of a storage device
(fixed disk, removable disk, flash drive, etc.). This acquires all the
data on a device including files, metadata, and contents of
unallocated areas of the device.

Department of Justice.
Extended Binary Coded Decimal Interchange Code is a character

encoding used on older IBM mainframe computers.

Error Correcting Code. A method to ensure accurate detection and
correction of transmission errors when data is moved from one
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Definition of Term

place to another, e.g., memory to memory transfers, storage device
to memory transfers.

In computing, to represent information as numbers. For example,
text can be encoded by assigning each letter a unique number.

To encode information in a way that prevents unauthorized access.
For example, decryption with a key is required to access the
information.

Extensible File Allocation Table. A revised implementation of the
FAT file system introduced in 2006 that addresses some
shortcomings in the FAT file system, e.g., allows files larger than
4GB, and faster performance.

A standard metadata format employed in specific digital still
camera file formats, e.g., JPEG. While EXIF is a specific type of
metadata, the term is used colloquially in reference to a variety of
metadata embedded in audio and image files describing the file
content. Audio files may have metadata such as artist, copyright,
creation date, and more. An image file may have camera make,
model, exposure settings, geolocation and more.

Fourth Extended File System. The default file system for many
Linux distributions as of this writing. Ext4 was introduced in 2008
as a replacement for the earlier ext2 and ext3 Linux file systems.

File Allocation Table (file system). A file system developed for
Microsoft computers introduced in 1977 and revised and extended
over the years. Versions include FAT12 (12-bit addresses), FAT16
(16-bit addresses) and FAT32 (32-bit addresses).

A method for organizing files on a storage device. Common file
systems on Windows systems are NTFS, ExXFAT and FAT. LINUX
systems use ext4 and FAT. Apple Macs use HFS+, APFS, FAT and
ExFAT.

A storage device that is physically installed in a computer.
A mathematical technique that computes a hash value (short, fixed

length) from a possibly much longer set of data. Hashes can be
designed to exhibit several useful properties depending on the

vi
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Definition of Term

intended application. In digital forensics, cryptographic hashes are
usually used that have the following properties:
e The same input always produces the same output.
e The original input data cannot be reconstructed from the
output hash.
e Hash values from files with small differences have hash
values with large differences.
e Chance of two different files selected at random having the
same hash value is so small that it is essentially zero.
These hashes can be used to verify that a file, e.g., an acquisition
from a device, has not changed, or find copies of known
contraband. Some cryptograph hashes in current use include
Message Digest 5 (MD5), Secure Hash Algorithm (SHA-1, SHA-2
& SHA-3). SHA-2 and SHA-3 come in several variants.

Hexadecimal is a base 16 number system than uses in addition to
the digits 0-9, 6 letters (A through F) rather than the traditional base
10 decimal system. See Place Value Notation.

Hierarchical File System Extended. Apple file system introduced in
1998, replaced by APFS in 2017.

Host Protected Area. A hidden area that can be configured on a
storage device.

High Technology Crime Investigation Association.

International Disk Drive Equipment and Materials Association is a
trade organization that represents the disk drive industry.

Joint Test Action Group. An industry standard for verifying designs
and testing printed circuit boards after manufacture.

Logical Block Address. A scheme to locate data on a storage
device. An LBA of 0 is the first block of data on the storage device,
LBA of 1 is the next block of data and so on.

Time stamp metadata maintained by a file system to track events in
the life cycle of a file. The exact events recorded depends on the
operating system and the file system. The usual meanings are
Modify, Access, and Create with slight differences in meaning for

vil
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Definition of Term

each type of file system and differences in meaning for files and
directories.

Message Digest 5. A commonly used cryptographic hash algorithm.

Metadata is a description of stored data. Categories of metadata
include: (1) application metadata (in a document this could be
author, organization, etc., in a database such as SQLite there is
metadata to describe the layout of the stored data within the
database), (2) file system metadata (placement of the file within the
file system, owner, permissions, MAC times, etc.), (3) partition
metadata that identifies the type of file system the partition contains
and global file system parameters, and (4) device metadata
describes the layout of partitions on a device.

New Technology File System. Microsoft Windows file system
introduced in 1993, revised several times over the years.

National White Collar Crime Center.

The software that creates the digital environment for running
software on a computer or other digital device. Most operating
systems are variants of either MS Windows (95, 98, 2000, Vista,
XP, 10, etc.) or UNIX (BSD, Linux, Mac OS, i0S, etc.).

Organization of Scientific Area Committees for Forensic Science.

A contiguous area of a storage device used to contain a formatted
file system.

A table describing the layout of a physical storage device that has
been divided into partitions, each partition contains a separate file
system.

A hashing technique that creates similar hashes for similar image
files. The calculation of the hash is based on image content and not
the binary representation of the image file. It also addresses
reformatting of an image from one format to another, e.g., JPG to
PNG, since the image content stays the same even though the
binary representation changes significantly.

viil
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Definition of Term

A method for representing numbers using a sequence of symbols
selected from a fixed set of symbols that are assigned value based
on the relative position within the sequence.

A storage device that is either (1) a data container that is inserted
and removed from a data reader or (2) a storage device that can be
connected or removed from a computer while the computer is
running.

Serial ATA. A protocol for connecting storage devices to a host
computer.

Small Computer System Interface is a protocol for connecting
storage devices to a host computer.

Secure Hash Algorithm. A family of cryptographic hash algorithms
approved by NIST for security applications. Includes SHA-1, SHA-
2 and SHA-3.

A Subscriber Identity Module is another, older, name for a UICC
card.

An electronic or optical device that can store data for later retrieval.
A storage device usually has some type of file system to organize
the stored data as files. There are several types:

¢ Fixed media physically installed in a computer. The
computer must be powered off to install or remove the
storage device.

¢ Removable media. Can be installed or removed while the
computer is running. Small storage devices are called flash
drives or thumb drives (they are about the size of a human
thumb). These devices are usually connected via a USB
interface.

e Memory card. One of several digital storage media types
that can be inserted into a compatible card reader, e.g., SD
card.

e Optical disk. A CD or DVD in one of several formats.

Scientific Working Group on Digital Evidence.

A Universal Integrated Circuit Card (also called a SIM card)
contains phone number and account information for mobile

1X
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Definition of Term

devices. An integrated circuit card that securely stores the
international mobile subscriber identity (IMSI) and the related
cryptographic key used to identify and authenticate subscribers on
mobile devices.

Data stored on a device that is lost when power is removed from
the device. Removing power usually resets all binary digits to zero.
For example, computer memory is lost when power to the computer
is turned off.

Techniques designed to prevent any modification to digital media
during acquisition or browsing.
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Executive Summary

Every interaction with a digital device has the potential to leave a trail of what we did, who
we did it with, where we were, and when the event took place. This trail is made up of digital
artifacts, which are created in the routine operation of a digital device. This trail can assist an
investigator to discover and explain what happened. Computers generate many artifacts, most
of which do not contribute to understanding what happened. The challenge is finding useful
information and separating it from irrelevant information. Digital investigation techniques
can extract this information and construct a narrative of the events. The analysis of digital
devices for investigative purposes is widely practiced and, as this report shows, there are at
least 11,000 digital forensic laboratories in the United States.

In recent years, several scientific advisory bodies have expressed the need for scientific
foundation reviews of forensic disciplines and identified NIST as an appropriate agency for
conducting them. The purpose of a scientific foundation review is to document and
consolidate information supporting the methods used in forensic analysis and identify
knowledge gaps where they exist. In addition to this report on digital investigation
techniques, the initial scientific foundation reviews conducted by NIST include DNA mixture
interpretation, bitemark analysis, and firearm examination (Butler et al. 2020).

To address the question of the scientific basis of digital investigation, NIST examined the
scientific literature on digital forensics as well as multiple other sources (see Sec. 2.8 and
Sec. 3). The review was led by a senior computer scientist and a multidisciplinary team from
various areas at NIST. The team identified seven categories of digital forensic activities
which were studied.

Obtaining input from experts outside of NIST is an integral component of a NIST scientific
foundation review. As described in Chapter 3, the NIST team followed the process outlined
in NISTIR 8225 (Butler et al. 2020) for conducting this review in terms of obtaining input
from the community including:

e collecting and evaluating the peer-reviewed literature,

e assessing publicly available data from interlaboratory studies, proficiency tests, and
laboratory validation studies,

e cexploring other available information including position statements and non-peer
reviewed literature, and

e obtaining input from members of the relevant community through interviews,
workshops, working groups, and other formats for the open exchange of ideas and
information.

The overall finding of this report is that digital evidence examination rests on a firm
foundation based in computer science. Several of the techniques had already been
extensively studied and documented in the peer-reviewed literature. Others are documented
more informally through community discussion forums. The application of these computer
science techniques to digital investigations is sound, only limited by the difficulties of
keeping up with the complexity and rapid pace of change in IT.
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There are many ways to organize tasks performed in digital investigations; for this report, the
following grouping of tasks is used:

1. Protect data from modification. This is usually accomplished, by write
blocking, i.e., monitoring access to a storage device for any data modifying
attempts and suppressing the attempt at modification. This is discussed in Sec.
4.1.

2. Acquire digital data. This is accomplished by copying data to make an image
file of the acquired digital data. Copying digital data accurately is based on
established engineering techniques such as error detecting and correcting codes to
ensure that data is copied accurately. This is discussed in Sec. 4.2.

3. Ensure integrity of acquired data. Cryptographic hashing is used to ensure that
if acquired digital data is changed inadvertently or deliberately, the change can be
detected. This is discussed in Sec. 4.3.

4. Recover deleted data. In some situations, recovery and reconstruction of
deleted data makes it possible to bring back deleted files (in whole or in part) or
internal records from within an application file. Recovering deleted data has
several risks including missing data and conflating unrelated data. Any recovered
item must be evaluated by the examiner for indications of problems. This is
discussed in Sec. 4.4.

5. Navigate the acquired digital data. This is accomplished by unraveling, i.e.,
parsing the layout of the acquired data. This is best performed using a software
tool. There is the risk that an incorrect implementation will not correctly interpret
the structure of a particular file system, e.g., not showing all acquired active files.
This is discussed in Sec. 4.5.

6. Identify and extract data artifacts. Items of interest are identified so they can
be located and extracted by navigating the acquired data to find artifacts that meet
criteria of interest such as, data that contains a specific text string, or association
of an event with a specific date and time. This is discussed in Sec. 4.6.

7. Analyze. Examination of extracted artifacts can help develop a narrative or
reconstruction of relevant events for inclusion in a final written report. This is
discussed in Sec. 4.7.

The following 12 key takeaways have been identified in this report. Their number (#x.y)
corresponds to which chapter they are located in (x) and their sequence within that chapter

(¥)-

1. KEY TAKEAWAY #2.1: In routine operations computers store much more
data than what is presented to the user. Examples include storing time and
location data on photos, extra copies of data, and data about system activities.
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Forensic tools and techniques can reveal this data to provide a window into
activities that have taken place on a computer or other digital device.

2. KEY TAKEAWAY #2.2: Digital forensics is dependent on an understanding
of computers and how they work. Any activity that is performed by a computer
can potentially be a target for a forensics tool or technique.

3. KEY TAKEAWAY #2.3: Computer technology evolves rapidly but
sporadically. Some attributes of computers last for decades and some only for a
few weeks.

4. KEY TAKEAWAY #2.4: The forensic examiner needs to be aware of key

changes in computing technology relevant to the examination being performed.

Frequent changes in digital technology introduces the possibility for incomplete
analysis or for misunderstanding of the meaning of artifacts.

5. KEY TAKEAWAY #2.5: Not every digital forensic technique undergoes a
peer review, formal testing, or error rate analysis. In general, the digital forensics
community performs an informal review by providing feedback about the
usefulness of techniques. This general acceptance process allows for techniques to
be quickly evaluated and revised.

6. KEY TAKEAWAY #4.1: When using techniques to recover deleted or
hidden artifacts the examiner must determine the relevance of the recovered
information as it may be incomplete or improperly merged with irrelevant
information.

7. KEY TAKEAWAY #4.2: Searching tools have limitations based on the
multiple ways that computers store information. Limitations include the type of
files, types of encoding, and many other parameters. In general search tools are
very effective at finding information, but there is a possibility that data will be
missed because a tool does not have the capability to find it.

8. KEY TAKEAWAY #4.3: If someone has taken steps to change information
in digital evidence to mislead an examiner, it may be difficult to detect the
changes. Depending on the sophistication of the manipulation, identification of
the changes relies on the skill of the examiner.

9. KEY TAKEAWAY #4.4: Digital processes tend to have systematic errors
rather than random errors. Therefore, an error mitigation analysis provides more
information and is the correct way to manage uncertainty. Asking for an error rate
is only useful where there are random errors.

10. KEY TAKEAWAY #4.5: When error rates are provided, it is important for
the user to understand the context of the numbers. Errors in computer science
techniques tend to be so small as to be negligible. For some forensic techniques,



Help-4GE8 I LSIN/8Z09 01 /640" 10p//:sd)y :wous ob.ieyo jo aaly 8|qejieAe si uoneolignd siyL

the error rates may vary significantly based on attributes of the technology and
usage patterns.

11. KEY TAKEAWAY #4.6: It is not feasible to test all combinations of tools
and digital evidence sources.

12. KEY TAKEAWAY #4.7: Extensive tool testing of over 250 widely used
digital forensic tools showed that most tools can perform their intended functions
with only minor anomalies.

In addition to addressing the scientific foundation of digital investigation, it is critical that
digital findings are communicated clearly. Because of the breadth of digital evidence tools
and techniques, it is challenging to properly communicate the results of a digital
examination. Some of the basic topics are familiar to most lay people, but the more advanced
topics can be rather difficult to understand. Hopefully this report will be helpful in
communicating the underlying science and its limitations.
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1  Chapter 1: Introduction

Digital devices have become ubiquitous in our lives. Many of the tasks of everyday lives are
intertwined with mobile digital devices such as cell phones and tablets, personal computers,
embedded digital devices and other digital devices. Every interaction with a device has the
potential to leave a trail of what we did, who we did it with, where we were and when the
event took place. Digital forensics is the application of the scientific method to make sense of
the trail left by the interaction with a digital device. All scientific methods have limitations.
One must understand those limitations to use a method appropriately. This is especially
important in forensic science as critical decisions impacting life and liberty are often based
on the results of forensic analysis.

This document is a review of the scientific foundations of digital forensics. We are asking
what empirical data exists to support the methods that digital forensic practitioners use to
identify and characterize evidence and associate it with people, places, and things from past
events. Our approach is to identify and classify the methods and techniques used by the
digital examiner and locate relevant literature validating the reliability of the method and to
determine whether the scientific approaches, and practices for digital forensics are well-
supported and suitable for use. Knowledge gaps and areas needing further improvement will
also be discussed in this report.

1.1 Scope

Due to the wide breadth of potential topics, the scope of this document is limited to
techniques to examine digital data stored in an active computer, mobile device memory or on
secondary storage, such as a hard drive, or flash drive, etc. Other digital forensics topics such
as network analysis and multimedia (video, audio) forensics are not discussed.

1.2  Who Conducted This Review?

The review team consisted of six individuals from the National Institute of Standards and
Technology (NIST) whose diverse expertise permitted examination of the issues from many
perspectives, including lessons learned in other fields. Table 1-1 lists members of the NIST
review team, their NIST operating unit, and their expertise. Assistance in finalizing this
report was also provided by several additional NIST employees or contractors as noted in the
acknowledgements. Early drafts of this report were also sent to several members of the
digital investigation community to seek their input and reaction.

Table 1-1 NIST review team and their areas of expertise

Name NIST Operating Unit Areas of Expertise

James R. Lyle Software & Systems Division Computer Scientist

Barbara Guttman  Software & Systems Division Digital Forensics Research Management
John M. Butler Special Programs Office Forensic DNA and Scientific Literature
Kelly Sauerwein Special Programs Office Forensic Anthropology

Christina Reed Special Programs Office Communication and Science Writing
Corrine E. Lloyd Special Programs Office Management Analyst
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1.3 Related Work

NIST also performed an interlaboratory study (Guttman et al. 2022) as part of its work on the
scientific foundation of digital forensics. The study did not attract enough participants to
draw meaningful conclusions but did demonstrate that digital forensic examiners could
answer difficult questions related to the analysis of mobile phones and personal computers.
Responses to the study underscored the size, variety, and complexity of the field.

1.4 How is This Report Structured?

This report contains six chapters. Following this introductory chapter, Chapter 2 provides
information on the history of digital forensics and background concepts related to computer
science. Chapter 3 lists and describes the data sources used and how they were located.
Chapter 4 discusses the reliability of specific tasks critical to digital investigations. Chapter 5
provides conclusions and thoughts on the future directions for the field.

The initial release of this report is a draft document, and we welcome comments and
feedback from readers. All relevant submitted comments will be made publicly available and
will be considered when finalizing this report. Do not include personal information, such as
account numbers or Social Security numbers, or names of other individuals. Do not submit
confidential business information, or otherwise proprietary, sensitive, or protected
information. We will not post or consider comments that contain profanity, vulgarity, threats,
or other inappropriate language or like content. During the 60-day comment period,
comments may be sent to scientificfoundationreviews@nist.gov.

1.5 Comparison of Non-Digital to Digital Investigation

Digital investigation techniques are based in computer science. The computer science world
is often daunting to the uninitiated as a significant investment is required to learn obscure
technical concepts and terminology. However, understanding the process of a forensic
examination of digital data is not as difficult as one might first suspect and is analogous to
many elements of a non-digital investigation. This section relates tasks in a digital
investigation to a non-digital investigation to illustrate their analogous similarities.

Consider a search of an office or residence to find something relevant to an event of interest,
possibly a crime, an accident or other event that needs to be better understood. After
obtaining proper authorization and warrant for a search then a search can proceed. Digital
evidence differs from physical evidence in the concept of search and seizure. For a physical
search, the authorization covers searching the location and the seizure of objects of possible
evidentiary value. In digital forensics an entire digital storage device, e.g., hard drive or flash
drive is taken to then search it for evidence.

Just as in a non-digital investigation, the digital investigation seeks to create a timeline of
events (to identify what actions occurred), reconstruct fragmented artifacts, identify a suspect
(who committed the crime), means (how the crime was committed), establish opportunity to
commit the crime and to find other relevant evidence. The object of the search could be
records of nefarious economic activity, possession of contraband, weapons or tools used in a
crime or indications of movement of a suspect. The location searched could be anything from
a small apartment (a small computer) to a large farm (a server farm with many computers and
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removable devices) with barns and outbuildings (offline storage and archives), vehicles
(mobile devices) and out of the way hiding places (box of CDs/DVDs in a closet). A search
of a large property may uncover a skeleton in an unmarked grave, and an examination of the
bones! may reveal relevant details about the person (deleted file recovery and file carving?).

In both digital and non-digital circumstances, the examiner is interested in learning more
details about some event of interest and a search of the property is expected to uncover
evidence that can be used to inform decision makers such as a judge. Likewise, search of a
digital device (computer, mobile phone, removable storage, cloud, or other digital device)
seeks to find relevant evidence related to an event. Non-digital investigations are guided by
the principle that “Forensic science seeks to establish connections (or lack thereof) between
evidence and its source . . . we consider the probability of the evidence in light of competing
hypotheses”(Inman and Rudin 2000). In like manner, a digital investigation generates
hypotheses, and the investigator searches for data artifacts, e.g., files, logged events with a

time stamp, emails, etc., that can be used in evaluating observed evidence in light of

alternative (opposing) hypotheses.

Examples of items relevant to a non-digital investigation and possible corresponding items
relevant to a digital investigation are presented in Table 1-2.

Table 1-2 Examples correlating elements of a non-digital versus digital investigation

Correspondence of Real (non-digital) World to Digital World Evidence

Real-World

Digital-World

Crime scene or a place to search for
evidence: could be a small site like an
apartment or a large site like a farm or
business.

Computer, mobile device, storage device: a
device to be examined; a server farm with
many computers.

An item of evidence that is fragmented:
shredded document, buried body.

Deleted data: evidence that isn’t apparent
with the usual computer user tools and can’t
be examined without some reassembly.

On site records such as a filing cabinet or
desk.

Files stored on the computer hard drive,
removable media.

Offsite records such as at a business branch
office, a summer home, or a storage locker.

Files stored on a cloud server, or off-line on
removable media.

Burglar tools or weapons.

Hacking tools.

Names, phone numbers and addresses from
a list of contacts, e.g., address book on

paper.

Contact list from a mobile device.

It is important to recognize that the goals of both a digital and a non-digital investigation are
the same. Both types of investigations revolve around questions critical to identifying the
actors and their actions involved in the events under consideration.

! The examination may require a specialist to do the examination.

% The deleted data recovery may require use of an additional tool for the data recovery.
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There are general principles of forensics (OSAC 2018) that guide the examination of
evidence, building on principles developed earlier (Inman and Rudin 2000):
e Authentication — Is there sufficient confidence that a claim is true?
e Identification — Is there sufficient confidence that something is what it is claimed to
be?
e C(lassification — Is there sufficient confidence that something has been assigned to the
appropriate category?
e Reconstruction — Have the elements of the case been organized in the most likely
grouping of capabilities, patterns in time and linkages among entities?
e Evaluation — Is there enough information to provide input into a decision process?

Note: in digital forensics authentication is defined by the SWGDE Digital & Multimedia
Evidence Glossary as “the process of substantiating that the data is an accurate representation
of what it purports to be” (SWGDE 2016c¢).

In applying these principles, a non-digital investigation may require a variety of forensic
tasks such as:

e Surveying the crime’s location.

e Identifying items found at the crime scene, e.g., blood, a bullet, or something dropped
by someone present.

e Attempting to identify the source a particular item.

e Extracting useful DNA from biological samples that might be a single source or a
mixture.

e Identifying the owner of an item or determining who used the item last.

e Determining what discrete events occurred and their order.

Other more detailed examples of investigative tasks, both digital and non-digital are available
(OSAC 2018). A digital investigation usually involves a slightly different, but similar, set of
tasks. Some example tasks are:

Acquiring (or gaining access to) the digital data.
Ensuring the integrity of the data.
Reconstructing and recovering deleted artifacts.
Identifying relevant artifacts.

Extracting relevant artifacts.

Classitying relevant artifacts.

Assembling a narrative of what happened.

In a digital investigation there can be a long list of tasks associated with the analysis

each with a different technique required to obtain a resolution. The tasks considered are
context sensitive to the type of crime, type of information needed from digital evidence, and
types of digital evidence that are available. A digital investigation can encompass many
apparently unrelated artifacts that need to be assembled to make a more complete narrative of
events.
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It is important to recognize that digital evidence is generally a part of a larger investigation.
The following example shows how digital evidence can be used as part of an investigation
using the hierarchy of propositions (source, activity, offense) from the hypothetico-deductive
method (Cook et al. 1998a, 1998b).

Rancher Alejandro reports that his favorite horse, an Appaloosa named Spunky appears to
have been stolen last Saturday. Alejandro notes that there is a boot print in the ground by the
door next to Spunky’s stall. A ranch hand, Big Jake, has been identified as a suspect. There
are three levels to consider:

e Level I: Source: The boot print was made by Big Jake’s boot versus alternatives such
as some other boot left the impression.

e Level II: Activities: Big Jake took Spunky from his stall versus alternatives such as
someone else took Spunky.

e Level III: Offense (to be considered by the trier of fact): Big Jake stole Spunky from
his stall.

Often both evidence from the physical world and the digital world are combine