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This document is prepared as part of the requirements for a Software Engineering class at Florida State University. The information contained within is based on preliminary information provided in textbooks, the Software Engineering Class and website.

     
We would like to thank the PALS Learning Systems Institute at the College of Education for the use of equipment and software provided under National Science Foundation Grant # IIS-0218692. 
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1. Introduction 
1.1. Purpose

           This document reports on the status of the Final Prototype of the Electronic Stamp (Estamp) Mail Server and Client Project. The engineering task was to test the feasibility and use of an Estamp with existing email clients and servers.  From the work described in this document, a prototype was designed which implemented the use of an Estamp for filtering email. The SEGY team worked with an existing email client MailPuccino. This is an email client in the public domain, written in Java. The use of Java allows for rapid cross platform implementation.  The MailPuccino client works with existing mail servers to receive and send email.
     During this engineering process, the email client has been modified to incorporate a number of additional features that make it useful as a prototype and a demonstration of the Estamp concept.  The modifications are described as follows:

1.  An Estamp Book that allows for the setup and purchase of Estamps, 

2.  Filter rules to check the validity of the Estamp and direct the handling of emails, and 

3.  A tab on the compose panel to create, select and add Estamps. 

     The first prototype provided an understanding of the email SMTP and POP3 Protocols. It demonstrated the flexibility of using the header to hold the Estamp information. It was learned that the header entities are ignored and passed on by other mail servers if they are not recognized by the server, as long as they followed the proper format. The Second (and final) Prototype was to extend these services to include the items in Table 2 of the Prototype Document, summarized below in Table1.   Table 2 lists the extent of the implementation in the current prototype.
Table 1: Additional GUI Implementations to be developed from first Prototype phase
	1.
	Configuration  dialog to set up the vendor, purchase options

	2. 
	Estamp Book displays the log of Estamps and provides the options to invalidate the Estamp

	3. 
	Estamp Folder with list of Estamped emails 

	4. 
	Receipt/ Action options will be based on the configuration of the Estamp.


Table 2: Additional GUI Implementations Completed in this Prototype phase
	Item
	Interface/Feature
	Status of Implementation in this Prototype

	1.
	Configuration  dialog to set up the vendor, purchase options
	 Not included 

	2. 
	Estamp Book displays the log of Estamps and provides the options to invalidate the Estamp. The Estamp Book allows for the setup properties of the Estamp.
	Included 

	3. 
	Estamp Folder with list of Estamped emails 
	Included

	4. 
	Receipt/ Action options will be based on the configuration of the Estamp. Filter rules were created, to check the validity of the Estamp and direct the handling of emails.
	Included


Initially, a simplified web-based prototype of the Vendor was set up to receive the information from the client and return an encrypted Estamp.  A more detailed implementation of the Vendor using JAVA RMI is under development.
1.2. Scope

        Section 2 of this document details the actual status on the implementation of the functionality, listed by item outlined in the Software Requirement Specifications (SRS) and described in the Software Design Specifications (SDS).  Section 3 discusses the GUI interface. Section 4 discusses the Software Testing Results (STR). Section 5 has a discussion on the future work needed for the prototype.  Section 6 is lessons learned and Section 7 has basic provisions for use of the prototype.
1.3. Definitions and Acronyms

DFD is the data flow diagram
ERD is the Entity Relationship diagram

OOD is Object Oriented design

Prototype is an executable file that is still under development.
SDS is the Software Design Specifications, located at the SEGY website under Design

SRS is the Software Requirements Specifications Report, located at the SEGY website under Requirements.

STP is the Software Testing Plan 
STR is the Software Testing Results
1.4. References and Resources
Java Libraries are available at http://java.sun.com/products/ 
JBuilder, from Borland Corp., is available at http://www.borland.com/jbuilder/ 
Jonathan B. Knudsen, Java Cryptography, O’Reilly; a chapter is available at http://www.oreilly.com/catalog/javacrypt/chapter/ch06.html 
Legion of the Bouncy Castle is available at http://www.bouncycastle.org/ 
MailPuccino, an Email Client, is available at http://www.kingkongs.org/mailpuccino/ 
SEGY, MailPuccino with Estamps are available on the Prototype page at SEGY website, which is located at http://www.cs.fsu.edu/~baker/sweng/ 
The SRS, SDS, Prototype and STP documents are available at http://ww2.cs.fsu.edu/~shen/sweng/index.htm
2. Prototype Features 

This section describes the features of the final prototype for the Electronic Stamp Mail Server and Client Project. The final prototype incorporates many of the Software Requirement Specifications (SRS) and the Software Design Specifications (SDS) as references in the table, below.   The specific functions implemented in the prototype are from the SRS section 2.2, Product Functions.
These are sorted by their Feature, or Use case. Table 2 listed each with a status to-date. 

Table 3: Implemented Features by Reference from Requirements and Design.
	Feature


	Use Case Name
	Reference



	CE
	Configuration
	SRS Appendix A

	CS
	Compose/Send
	SRS Appendix B

	RE
	Receive
	SRS Appendix C

	MM
	Mail Manipulation
	SRS Appendix D

	VS
	Vendor
	SRS Appendix E and SDS Section 3.5.

	EM
	Estamp Management
	SDS Section 3.6

	EI
	Estamp Interface
	SDS Section 3.7


	Table 4: Status of functions in the Electronic Stamp Mail Server and Client Project 



	Req #
	Description
	Status

	R1.1
	User shall create a new email message in email client. 
	This functionality is built into Mailpuccino regular email composer panel. An additional tab has been added to handle the use of estamps.

	R1.2
	User shall read a received email message in email client. 
	This functionality is built into Mailpuccino.

	R1.3
	User shall reply to and/or forward an email message saved in email client.
	This functionality is built into Mailpuccino.

	R1.4
	User shall delete an email message saved in email client. 
	This functionality is built into Mailpuccino.

	R1.5
	User may log an estamp for further use. 
	This functionality is handled by the Estamp Manager whose responsibility is to store and display estamps.

	R1.6
	User may invoke / revoke an estamp for or from further use. 
	This functionality is accessible through the estamp Book using the EstampBookFrame panel.

	R2.1.1
	User may use the existing estamp in an email header when replying to an email.
	This functionality is not automatic, yet is accessible in the regular email composer panel.

	R2.1.2
	User may select an existing estamp from logged estamps.
	This functionality is available on the estamp tab on the regular email composer panel.  

	R2.1.3
	Email client shall request an estamp from an estamp vendor if the email doesn’t include an estamp as described in R2.1.1 and R2.1.2
	This functionality is provided by Vendor subsystem running as a separate process. Mailpuccino accesses Vendor functionality trough RMI remote procedure calls. The functionality is not fully integrated; technology demo available.



	R2.2
	Estamp vendor shall generate and return an estamp to the email client.
	This functionality is provided by Vendor subsystem running as a separate process. Mailpuccino accesses Vendor functionality trough RMI remote procedure calls. The functionality is not fully integrated; technology demo available.



	R2.3
	Email client shall attach an estamp to the header of an email.
	This functionality is performed in the regular email composer, using the email choice panel, and confirmed in the Mailpuccino Frame Panel, when the email is selected, when Headers are expanded.

	R2.4
	User shall send email to the email server by clicking one button in the email client.
	This functionality is incorporated in Mailpuccino already.

	R2.5
	User shall log the estamp for return use by clicking one checkbox in the email client.
	This functionality is available in the Estamp Book, to change the reusability and the activity of the stamp for existing estamps. It is also accessible from the regular email composer panel estamp tab, using the new estamp configure frame for new estamps. 

	R3.1
	User shall begin receiving emails from the email server by clicking one button in the email client or when the email client is launched.
	This functionality is incorporated in Mailpuccino already.

	R3.2
	Email client shall extract the estamp from the header of the email, before putting the email into folders.
	This functionality is performed by the configured filter rules, and the estamp manager which is primarily responsible for saving and displaying the estamp list. Currently a default estamp is generated and stored for incoming encrypted estamps. 

	R3.3
	Email client shall check the validity of the estamp.
	This functionality has not been fully implemented. Currently a trivial functional check is performed on the estamp.

	R3.3.1
	Email client shall check its logged estamps.
	This functionality in included in the estamp book.

	R3.3.2.1
	Email client shall request the estamp vendor to authenticate the estamp.
	Vendor use asymmetric encryption scheme, and its public key is known. Client can decrypt the estamp to get access to its fields. The functionality is not fully integrated; technology demo available.

	R3.3.2.2
	Email client shall check the recipient of the estamp.
	Class RSA supports estamp decryption. Client checks if estamp contains the right recipient address. The functionality is not fully integrated; technology demo available.

	R3.3.2.3
	Email client shall check the time frame of the estamp.
	Class RSA supports estamp decryption. Client checks if the stamp is still valid based on it’s time frame. The functionality is not fully integrated; technology demo available.

	R3.4
	Email client shall separate emails with valid estamps from those without estamps (or without valid estamps) and put them into different folders.
	This functionality is configurable using the Configure Filter Panel. By selecting the “eStamp checker” rules set, the options are presented for selection.  This requirement is met with the “if valid()” rule. The actions are various, but allows saving the invalid or valid to specific folders or to delete it. 

	R3.5
	Email client may generate an auto-reply message for emails without estamps or without a valid estamp.


	This functionality is configurable using the Configure Filter Panel. By selecting the “eStamp checker” rules set, the options are presented for selection.   The auto reply rule is an action that is selectable for email without eStamps. It is currently implemented to generate a popup that says it is auto replying. The actual send in yet to be implemented.


3. The Graphical User Interface 
     The final graphical interface is as outlined in the SDS in Chapter 5. Interface Description, with section 5.1 covering the dialogs, frames and elements of the Receiving Feature and the Rule Filter GUI Interface. This part contains the steps in setting up the configuration of the filter rules to handle the Estamps as desired. Section 5.2 covers the Compose and Send Email GUI Interface which uses the Estamp, which are modifications of the existing email client. Finally, section 5.3 shows the Estamp Book GUI Interface which allows the configuration and manipulation of the Estamp.
     The new interface components in the design were created using JBuilder’s Rapid Graphical User Interface Design package. This is a robust product from Borland, which is a company that has provided software development platforms since its inception in 1983.  

      Java Swing components were used throughout the design. These components included a Window for the MailPuccino application. The Frames are used for items such as the Regular email composer, the filter configuration or the Estamp Book. These frames are constructed of panels that display or collect information. These panels included the list that displayed the content of the Estamp vector maintained by the Estamp manager.  Standard features such as drop down menus, check boxes and text boxes are fields that allow the entry of information in the client.

The frames are painted when they are invoked. Changes to the fields, such as data entered in a field or mouse movement, initiate the actions to store or manipulate the data.
4. Prototype Test Results
       A comprehensive testing plan of the prototype was outlined in the Software Testing Plan (STP). The purpose of this was to provide a test plan that would demonstrate compliance with the SRS and the SDS.    The tests were performed by comparing the actual performance with the functional requirement for each of the features.  The results are documented in the Software Testing Results (STR) Document.
5. Future Work
The prototype demonstrates the feasibility of using the Estamp with routine emails. The prototype may be expanded to include development in the following areas:

1.  The validation function needs to be integrated. We have developed a functioning vendor system that will encrypt and decrypt at the request of an email client, and allow the use of Private, Public Key encryption use. 

2. The Auto-Reply option currently pops up a window that says it auto replied. The function of composing a regular email message and sending is yet to be completed.

3. The front-end for the purchase/payment of the Estamp system (i.e. the GUI interface) has not been completed.


6. Lessons Learned and Risk Assessment
This section is documented in the Risk Assessment III document that is listed on the website under Risk Assessment.
7. Prototype - Instructions for use

We have prepared a Product Release Page that contains links to assist someone interested to run the program. The main page contains the following items:

1. User’s Manual

2. Download Location, and 

3. Installation Instructions

We have prepared a CD ROM that contains all the software engineering documents, the diagrams, source code, supplemental java libraries, java doc, and files to execute.
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