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CNT 5412, SPRING 2025

NETWORK ATTACKS

VIET TUNG HOANG

The slides are loosely based on those of the book “Internet Security: A hands-on approach” 

by Kevin Du
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Agenda

1. Sniffing and Spoofing

2. TCP SYN Flood Attack

3. TCP Reset Attack

4. TCP Hijacking Attack

5. DNS Attack
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Sniffing With WireShark
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Automating Sniffing: Scapy
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Spoofing With Scapy
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Agenda

1. Sniffing and Spoofing

2. TCP SYN Flood Attack

3. TCP Reset Attack

4. TCP Hijacking Attack

5. DNS Attack
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TCP Recap

Handshake

Termination

Session data
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TCP Handshake

SYN: Alice’s Seq # is X

ACK: Your Seq # is X

SYN: Server’s Seq # is Y

SYN: Your Seq # is Y

SYN Queue

Accept, dequeue
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The Use of Sequence Numbers

Seq # 3002

Seq # 3003

Can still reorder out-of-order packets

Set up Seq # as 3001



10

TCP SYN Flood Attack

SYN Queue

SYN requests with 
random IPs

What will  happen to those SYN/ACK packets?



11

Outcome of SYN Flood Attack
Server Can’t Accept More TCP Connections

SYN Queue

SYN requests with 
random IPs

Reset packets from the 
SYN/ACK recipients

Can still fill up the queue 

if attack is fast enough
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Sample TCP Flood Attack Via Scapy
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Agenda

1. Sniffing and Spoofing

2. TCP SYN Flood Attack

3. TCP Reset Attack

4. TCP Hijacking Attack

5. DNS Attack
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How To Tear Down TCP Connection
The Graceful Exit

ACK X + 1

ACK Y + 1

FIN: My seq # is X

FIN: My seq # is Y
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How To Tear Down TCP Connection
The Abrupt Exit

RST: Seq # is X
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TCP Reset Attack

Session data

Reset, source=Alice

Need to guess  seq #, but it’s easy in early TCP 

implementations or if you can sniff their packets 
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Constructing Reset Packet
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TCP Reset Sample Code
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Agenda

1. Sniffing and Spoofing

2. TCP SYN Flood Attack

3. TCP Reset Attack

4. TCP Hijacking Attack

5. DNS Attack
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The Setting

Spoof Alice’s packet to inject commands on her behalf

telnet

Requires knowing the sequence number
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Choosing Your Sequence Number

Should jump ahead a bit to avoid duplicate sequence numbers
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Session Hijacking: Manual Spoofing

Question: What will happen to the  session later? 
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The TCP Connection Will Freeze 

Current seq #: x Current seq #: y

Seq x, payload 8

ACK x + 8

Invalid ack
Drop packets

Seq x, payload 1

Duplicate, drop
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What command to inject? 
Assuming we can inject only once
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Reverse Shell
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On Attacker Machine (10.0.2.70)

On Server Machine

Redirecting Server’s Standard Output
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On Server Machine

This is typed by attacker

This is not typed in this window. Bash 
prints out from stderr, which is not 
redirected yet

Redirecting Standard Input and Output
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Redirecting Standard Error, Input, and Output

On Server Machine
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Agenda

1. Sniffing and Spoofing

2. TCP SYN Flood Attack

3. TCP Reset Attack

4. TCP Hijacking Attack

5. DNS Attack
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DNS Recap

Local DNS server

IP address for 

mail.google.com

Refer to ns1.google.com as 

authoritative for google.com

Root DNS
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DNS Recap

Local DNS server

IP address for 

mail.google.com

142.251.167.19

ns1.google.com
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DNS Recap

Local DNS server

IP address for 

mail.google.com

142.251.167.19

non-authoritative

Cache info for future queries
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DNS Cache Poisoning Attack Kaminsky, 2008

Victim DNS server

IP address for 

bad.google.com
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DNS Cache Poisoning Attack Kaminsky, 2008

Victim DNS server

IP address for 

bad.google.com

ns1.google.com

Refer to ns1.evil.com as authoritative for google.com

Source = ns1.google.com
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DNS Cache Poisoning Attack Kaminsky, 2008

Victim DNS server ns1.google.com

Arrive late and be discarded

Cache: ns1.evil.com is 

authoritative for google.com
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Crafting Spoofed DNS Reply: Structure of DNS 

Flags: aa = 1 (authoritative answer), qr= 1 (response)
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DNS Record Type
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Code Example: Poisoning Local DNS

Flags: aa = 1 (authoritative answer), qr= 1 (response)
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